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1. Abstract

File differencing can be one of the methods of Comparing two files and finding the
difference between the two files and synchronizing the two files by only transferring the
differences. Mobiliti Inc. uses five different differencing techniques which make incremental,
real time backups and synchronization possible. Along with the differencing techniques
Mobiliti products have iDESP (Intelligent Data Selection Process) technology which decides

which differencing technique is best suited for a particular file.

This paper starts by defining some common terminologies. Secondly, it gives a brief
description of what a Differencing Technology is. Then it explains in detail all the five
Differencing Techniques and how they work. Lastly it compares all the Differencing

technologies.
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2. Glossary

Source File: The primary user file.

Destination File: A copy of the source file.

Backup: Backup is the process of making the destination file same as the source file by
overwriting the destination file with the source file..

Source Computer (Source): Source computer is the computer on which the source file
resides.

Destination Computer (Destination): Destination Computer is the computer on which
the destination file resides.

Synchronization: Synchronization is the process of overwriting the older of source or
destination file by the latest version.

Source Network: Source Network is the network in which source computer resides.
Destination Network: Destination Network is the network in which the destination
computer resides.

Link: Link is the type of connection between source and destination computet.

Source Process: Source process is the process running on the source computer which
backups or synchronizes the source file to the destination file.

Destination Process: Destination process is the process running on the destination
computer which helps in backing up or synchronizing the source file and the destination file.

The destination process is optional for many differencing techniques.
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3. Introduction

With any of the differencing technique, only the changes made to a file, not the entire file,
are transferred across the network. This increases the speed of synchronization and file
backup over slow network connections such as WAN, while dramatically reducing network
bandwidth consumption. These differencing techniques reduce synchronization time by as
much as 95-99%. The benefit to the enterprise is reduced synchronization and backup time,

data communication costs, reduced network traffic, and increased user productivity.
The 5 different techniques of differencing are described below.

Block Level Differencing: In this method, the files being synchronized are broken down
into blocks on the source computer (source) by source process and the destination computer
(destination) prefereably by destination process. A comparison is made of the blocks on
both sides and the differences down to the block level are generated. These differences are
then transferred during synchronization and backup. This technology is applicable for all file
types but it needs a component to be installed on both sides (i.e. source process and

destination process)

Byte Level Differencing: In this method, the files being synchronized are compared and
differences down to the byte level are generated. This method produces much smaller
differences, which are then transferred to the destination computer during synchronization
and backup. However, it is necessary to maintain a reference file for the destination and the
source to calculate the byte level difference. Also, it is best to have a process on both sides

(i.e. source process and destination process).

Write Monitor Differencing: In this method, the changes or modifications made to the
files by the applications modifying the files are logged. At the time of synchronization and
backup, the "writes" that have been logged are condensed by removing any duplicate
"writes", compressed and transferred across the network. This method is file format
independent as the log contains the sequence of writes done on the source from the file
system perspective. Example: This method works well with Outlook .pst files, and Access

Database .mdb files.
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File Specific Monitoring: This method is very similar to write monitor
differencing except for the fact that the writes log contains record in the actual file format.
Two things to consider in this method are that:

1) The application should provide a way to trap the writes. Besides, even the log will

contain records in the actual format.

2) This method is not file format independent. Though this method is not file

independent, but since it understands the file format, it can do a 2 way merging.

Compression: This is not a true differencing technique but is responsible for cutting down
the band width. However, the advantage with this method is that it works well even when
there is nothing in the destination (e.g. first time copy) and it can work together with any

other differencing technique to enhance the performance even further.

The following sections give a graphic illustration of the various delta technologies.
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4. How it works?
4.1 Block Level Differencing explained...

Client Computer

————— ——

————————————————
’<<<<<<<
¢ < < < < < <

Worﬂtatlon

File on client being modified

i@l Document1 - Microsoft Word

JEiIe Edit Wiew Insert Format Tools Table ‘Wind

DE2ES &y BT - o

[ {EENERRESRE

Heutmrogh Thop ngged wocks wift all magjor retanch: operating sstems :
Windome 93, HT, 2000, o ell Hetmre, LAt tic.
b apporte: IPEEPE, TCP/TP and HETEUT protocols.

B wrodhs on LAYE, WAz, FLAS (Remote Soces System ],
WEH (Virtnal Porae Hetarod ), amdarireless compectios .

IR A I TR

Network Computer

=
0000000}
File ﬁerver

File on the server

L-_E. Document] - Microsoft Word

JEiIe Edit Wiew Insert Format Tools Table Window
DRSS &y B - |91

EE"'I"'I"'I"'E'"I"'3"'I"

Hetmrod U hyzged wocks with 111 major reaod operat iy spstems ©
Windome 28, HT, 2000, Howell Hetamre, L AMtastic.
It spports : IPESSPEL TCRVIP avd METETT prmtocols.

Delta Blocks on Client

ﬂ During ﬂ
Hetarar: Thplngzed works wift, | cupports: IPEUERE, TCP /TP ro— FE—— i - PRSPE. TCEE
all majer networ qperating and HETEU protoosk. delta Blocks compared mmmmpmwh@cpm uﬁéﬁm protook
i 151 pstems ’
Windme 22, FT, 2000, Horell B arcaes on LAYE T4, FLAS
Hetware, L AHiestic . {Remote Acress System, i
VDM [ Virhyil Private Hetmeod ),
arvd wireles s corhectione .
Synchronization
v
Modified block synchronized from
client to the setver —
ﬂ
 — — -
Tewrothcs om LATE, PTAT:, FLAS
. {Remote Arcess Bystem), HHHHHHH
PH (Virtal Private Hetovod: ), —— -
———————1— A wiTeles s cormecione. /UUUUUUU\”_l_l_‘
-
o . File Server
Workstation Figure 1




Comparison of
Differencing Technologies

4.2 Byte Level Differencing explained...

Workﬂation
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4.3 Write Monitor Differencing and File Specific Monitoring

explained

>

File on
the client’s side

[

)

C

Company Hame

Contact Name | Contact Title

| Address

—_—
. < .
¢ ¢ < ¢ < < <

Workstation

7

7

7

7

+ Alfreds Futterkiste

Ana Trujillo Emparedados y helados
Antonio Moreno Tagueria
Araund the Harn

Berglunds snabbkép

Wlaria Anders Sales Representative

Ana Trujilla Owiner
Antonio Mareno Craenier
Tharmas Hardy Sales Representative

Christina Berglund Order Administratar

Obere Str. 67

Avda. de la Constitucidn 2222

Mataderos 2312

120 Hanaver S
J

Berguvsv?en 8

B Customers: T.

able

Company Name

Contact Name

Contact Title |

Address

+ Alfreds Futterkiste

[+ Ana Trujillo Ermparedados y helados
||+ Antonio Marena Tanueria

||+ Around the Hom

BE Berglunds snabbkap

Maria Anders
Ana Trujillo
Antonio Mareno

Thomas Hardy

Christina Berglund

Sales Representative
Crwener
Crwener
Sales Representative

Order Adrmjpe

50 Madison Avenue

Obere Str. 57

itucidn 2222

Berguvsvagen 8

Modifications made on t

During Synchronization

client’s side —

Figure 3

260 Madison Ave

The changes are
logged and written
to Local drive

—>

— .
The log data is
applied to the copy =
on the file server HHHHHHH
AN —T—71
File Server




Comparison of

Differencing Technologies

5 Comparison

Comparison of Different iDESP Synchronization Technologies

The following table compares the various iDESP Synchronization Technologies.

Block Byte Level Write Monitor | File Specific | Compression
Level Differencing Differencing Differencing
Differenci
ng
Computation Cost Less More Least Least Least
Delta Size 5% 2% 1-2% 1-2% 50%
Data Reduction 95% 98% 98-99% 98-99% 50%
Process Required on Yes Yes No No Yes
Both sides
Additional Space No Additional space Additional Additional No additional
additional required on client to | space required | space required | space
space store versions of files | on client to on client to required.
required (an | that are changed store the log store the log
option of records records
block level
differencing
can store
check sums
to further
increase
efficiency.)
Applicable over Slow Yes Yes Yes Yes Yes
connection
Applicable over LAN Yes (if Yes (if Yes Yes Yes
Synchroniza | Synchronization
tion Server | Server and File
and File Server are the same)
Server are
the same)
Applicable File Types All Files Typical office Outlook, Limited to All Files
documents, like Access some types of
Word, PowerPoint applications
e.g. outlook
First time No No No No Yes
synchronization
2 way merging No No No Yes No
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